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1 Introduction6

Agents now do real work — they edit code, run research experiments and author documents, and increasingly they7

spawn other agents to do the same. The program that turns a language model’s text into those effects — the8

harness — holds every bit of authority the model appears to exercise: whatever the model decides, the harness is9

what opens the file, starts the process and sends the bytes. In other words, the harness is the security boundary. In10

most harnesses today it is an afterthought: a permission dialog, and a hope that the model behaves.11

That hope fails under two pressures. The first is scale. Long-running work wants many agents — one to plan,12

several to work, one to review — sharing a repository and mailing each other for days. There is no single model13

call whose behaviour could be audited; there is only the composition of effects across a tree of processes, each with14

its own context, some of them asleep. Trusting judgment does not compose, and approving each action by hand15

scales in neither agents nor time. The second is openness. What an agent will need next — a bisector for this16

regression, a scraper for that dataset — is not known when the session starts, and the most capable agents write17

those tools themselves. An allowlist of actions is either too narrow to be useful or too broad to mean anything. A18

harness for such agents must bound authority — what may be touched, and whether it can be undone — rather19

than enumerate actions.20

L3M (Lean + Large Language Models) bounds authority by proof. Its harness is a Lean 4 program, so the21

properties that make it safe are theorems about the code that runs, checked by Lean’s kernel on every build, rather22

than properties of a configuration argued in prose; a change that breaks one does not build. Lean plays three roles23

at once: it is the language L3M is written in, the language its guarantees are proved in, and the language its agents24

extend it in. The third role changes the division of labour among the parties to an agentic system. The model25

is good at deciding what to do and composing the pieces; code is good at looping, computing and enforcing; the26

human is good at judging what matters and deciding whom to trust. An agent that knows what it wants done turns27

that plan into code — a sealed program the harness admits under the grant the agent already holds (Figure 11) —28

so the loop runs as code, with guarantees, and the model reasons once over the result. For this to be safe, a program29

must be unable to do more than its author was trusted to do; for it to be useful to the human, what it can do must30

be readable without reading the program. Because the extension language is the implementation language, one31

type checker meets both conditions: a program’s type is its permission request — the tokens it asks for — and the32

harness holds it to that type. Capability grows; authority does not.33

Table 1 lists what is proved. At session boot L3M mints one capability token for each authority the agent’s grant34

confers — a directory it is confined to, a Git ref prefix, a network allowance — and every operation that touches35

the file system, a process, the network, Git or the model takes one as an argument, so a tool without the token36

cannot even state the call. Tokens cannot be forged: only the module that defines a token can construct it, which37

the build enforces, and that the boot mints a token exactly when the grant confers its authority is a theorem. The38

few modules that do touch the operating system form a named, audited trusted base (Section 3.2). The root grant39

comes from a human, and every other grant is provably an attenuation of its parent’s, so authority and budget40

only narrow as the tree of agents grows. We do not claim a single theorem that a session is safe: the operating41

system, Git and the model provider are named assumptions, and every guarantee is reported with what it rests on42

(Section 3.1).43

∗Correspondence to carson@eisenach.org.
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Table 1: The headline guarantees. Each is a theorem about the code L3M runs and what it rests on.

Guarantee Theorem Rests on

Confinement. A file tool cannot name a
path that climbs out of the agent’s roots.

safePath_no_traversal The kernel. The check is on
the path’s text; symlinks are
checked at run time.

Monotone authority. A child’s grant
never exceeds its parent’s, and no agent
grants to itself.

grant_restrict_le
no_self_grant

The kernel.

No token without the grant. The boot
mints a token only for an authority the
grant confers, and a narrower grant mints
none a wider one lacked.

mint_reflects_profile
Minted.restrict_none

The kernel. That tokens
cannot be forged is enforced
by the build, not proved.

Budget is lent, not minted. All a
subtree of agents can spend is bounded by
its root’s budget.

global_budget_bounded_by_root The kernel.

Self-extension adds no authority. A
sealed program the harness admits uses
only admitted constants.

sealUsed_admits_only_safe The kernel.

Review cannot be skipped. A tool
whose effects cannot be undone and are not
confined by a capability is always reviewed.

ungated_world_reaching_always_reviewed The kernel.

Undo. A journaled edit can be restored to
the bytes it replaced.

live_capture_round_trips The kernel, and a named
assumption that Git’s object
store returns the bytes it
hashed.

Capabilities bound what an agent can do; reversibility decides where the human’s attention is spent. A tool’s44

review tier is derived from its footprint, not declared: actions that can be undone — reads, journaled edits, commits45

to version control — are tame, and the agent may take them without asking; actions that cannot, such as uploading46

data, are not. Much useful work is not tame: a web search leaks a query, and an email to a collaborator cannot be47

recalled. For these calls L3M replaces the permission dialog with review as deliberation. A prover agent argues for48

the action and a verifier challenges it. The exchange can exit by finding a tame way to do the same work; when it49

does not, the human is consulted, and what they are shown is the effect, not a shell string to decode. The human50

stays in the loop without becoming the loop: the alternatives are an agent that asks forever or one that is trusted51

blindly.52

Capability and reversibility both rest on a third principle, separation of duties [38]: no party that can author53

an effect may also be the one that authorizes it, and no process that can read private data may also be the one54

that sends it. An agent may edit a Makefile, but only a human can bless it, and the blessing is a hash of the bytes55

the human read, so any edit withdraws it. An agent may build a program, but running it is a separate grant. A56

container step that mounts private source has no network, and no later step of the same plan regains it. An agent57

may issue grants to its children but never to itself; a doctor agent may repair other agents’ settings but never its58

own; and a risky call is proposed by one model and judged by another that holds no tools. This is W^X [11] applied59

to authority rather than to memory pages: every role that could chain two duties into an attack is designed to be60

split across two parties, so compromising one is not enough (Section 5).61

The same bound is what lets L3M scale to many agents. L3M is multi-agent and distributed from the start, and62

Git is the source of truth for agent state: each agent’s work, mail and lifecycle live under a ref prefix it is confined63

to, and its files in a worktree it is confined to (Figure 1). The permission tree, the ref tree and the directory tree are64

therefore one tree. Because every grant is an attenuation of its parent’s, a guarantee proved for an agent holds65

for its whole subtree, and cleaning up after an agent is simply collecting that subtree. And because an agent’s66

behaviour is a fold over what Git stores, the loops that measure and improve agents run inside L3M, as bounded67

agents themselves (Section 6).68
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hub.git (bare; nothing runs)
ledger
personas/researcher
alice/main: Log, grants, inbox,

workspace, persona branch
alice/main/child : . . .

project.git
l3m/alice/main/self/*

agent alice/main
ACR:
workspace/
agent/
project/
.l3m/

session
l3m in a tmux windowworktrees

Log, mail: compare-and-swap

worker reviewer researcher
each grant ⊑ the parent’s

daemon
one per host

keeps every
agent’s window;
wakes an agent
when mail or
a timer is due

Figure 1: An agent in L3M: refs in the hub (a bare Git repository), worktrees on its branches there and in a claimed
repository, and a session kept by the per-host daemon. Its children’s grants are contained in its own; the shaded
.l3m/ is denied to it.

We formalize L3M incrementally rather than all at once, so at any moment some of its properties are proved,69

some are checked by evaluation, and some rest on assumptions about the world. That makes the human’s question70

— what exactly is guaranteed? — hard to answer by reading proofs. Lean Manifests [16] answers it instead: each71

headline claim is stated in terms a human can read and tagged with what it rests on — the kernel alone, compiled72

evaluation, or a named assumption such as Git’s behaviour — computed from the proof rather than declared by its73

author. A Lakosian levelization [27] of the source fixes which claims each layer may rest on, so that proofs build up74

floor by floor.75

Contributions.76

1. A harness written in Lean 4 whose security properties are kernel-checked theorems about the code that runs:77

effect-typed tools, capabilities carried into every call, and authority and budget that provably only narrow across78

a tree of agents (Sections 3 and 4.2).79

2. A hybrid programming model in which agents extend their own tool surface with sealed programs whose types80

state, and bound, what they can do (Section 3.4).81

3. Reversibility as a review tier derived from each tool’s footprint, and review as deliberation, and the autonomy82

the two buy (Section 3.3).83

4. Separation of duties as a design rule: duties that could be chained into an attack are held by different parties84

(Section 5).85

5. A Git-backed distributed runtime in which the permission, ref and directory trees coincide (Sections 4 and 4.3).86

6. The persona model of agent identity and addressing: agents fork personas as branches, and identity branches87

and merges over time (Section 2).88

7. Agent improvement inside the harness: behaviour, cost and timing are folds over the Log, so experiments on89

agents run as ordinary bounded agents (Sections 2.4 and 6).90

8. Incremental formalization of a large Lean program, made legible to a human: each guarantee is stated readably91

with the evidence and world assumptions it rests on, computed from its proof, over a levelized source tree.92

9. An initial evaluation on Terminal-Bench against Claude Code: how much work tame tools alone can do, how93

useful tool programs are, and what review costs and how often it redirects a call to a tame tool (Section 7).94

2 Agents and Personas95

This section describes a single agent: what it is, where it lives, what it wears, and how it runs. Section 4 assembles96

many agents into a system (Figure 12).97
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Ref Holds Written by In the ACR Retire / collect

Hub-wide
l3m/ledger who exists, who is whose parent, the

grants issued
harness — append-only

personas/name the persona’s prompt files, hooks and
tool programs

a human via a persona branch outlives its wearers

Written by the agent
workspace its work in the hub agent workspace/ kept
persona (branch) its copy of the persona, and its prefer-

ences
agent agent/ kept / deleted

l3m/uri /self/* its branches in a claimed repository agent repo / kept

Written by the harness, checked out
grants grant, budget, pinned vigils parent or human .l3m/grants/ deleted
claims the agent’s write roots harness .l3m/claims/ kept / deleted

Never checked out
state the Log harness — kept
inbox mail senders — kept / deleted
health failed turns harness — kept
make Makefiles a human blessed a human — deleted
journal the undo journal, in each write root’s

repository
harness — —

Table 2: The refs that make up an agent and a persona. Every per-agent ref is refs/heads/agents/role /uri /self,
and the table names only the role. In the last column, kept survives retire and collect, kept / deleted survives retire
and is deleted at collect, and deleted is deleted at retire.

2.1 An agent is a name and its refs98

L3M keeps agents in a hub: a bare Git repository shared by a group of agents, with one ledger recording who exists99

and who is whose parent. Nothing runs in a hub. An agent is a name in it — a path such as alice/main, whose100

child might be alice/main/worker — together with the refs keyed by that name (Table 2). The refs fall into three101

groups. The agent’s authority is its grants ref, which holds its grant, its budget and the vigils its parent pinned;102

the agent never writes it. Its memory is its Log, an append-only record of every turn that only the harness writes,103

together with its inbox and its own copy of the persona it wears. Its work is a branch in the hub and a branch in104

every repository it has claimed. An agent’s state is ordinary Git refs, so it can be diffed, fetched and audited with105

Git; and because names nest, the tree of refs is the tree of agents (Section 4.2).106

2.2 The body: the agent context root107

While an agent runs it also has a body, its agent context root (ACR): a plain directory on some host, where the108

agent’s session runs (Figure 2). The ACR holds worktrees, not copies. workspace/ is checked out on the agent’s109

branch in the hub, agent/ on its persona branch, and every repository the agent has claimed appears beside them110

as a worktree on a branch under the agent’s own prefix in that repository. These are the agent’s write roots, and the111

file tools confine every path to them. A fourth directory, .l3m/, belongs to the harness. It holds checkouts of the112

grants and claims refs, so that a human can change a grant by editing a file and committing it, and the agent can113

read or write nothing in it. It also holds copies the harness regenerates: the tokens minted at boot, and the Log as114

of the last turn. The rest of the agent is never checked out: the Log, the inbox and the undo journal are written by115

compare-and-swap on their refs, never through a checkout, and the agent reaches them only through tools. Deleting116

an ACR therefore loses nothing the harness wrote, and an asleep agent is simply refs with no process.117
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grants/

claims/

caps.json state/

workspace/

agent/

proj/

.l3m/

the ACR, .../uri /self/: the session’s cwd

grants

claims

state inbox health make journal

workspace

persona

hub.git, each ref agents/role /uri /self

l3m/uri /self/main

journal

proj.git, a repository the agent claimed

personas/name
tracks

checked out on

copied

never checked out: the harness
writes these by compare-and-
swap, the agent reaches them only
through tools, and deleting the
ACR loses none of them

a write root checked out, denied to the agent never checked out a copy the harness regenerates

Figure 2: The body of an agent. Its write roots are worktrees on its own branches; the harness’s checkouts are
denied to it; the rest of the agent is refs the harness writes and the agent reaches only through tools.

2.3 Personas, and how an agent is defined118

A persona is a role rather than an agent. It is kept by name on its own ref, worn by zero, one or many agents at119

once, and holds no Log: it has no session, and nothing of it runs except in a wearer. What it holds is a small tree of120

files: three Markdown files — instructions for working in any repository, a personality, and memories meant to last121

— which become the top of each wearer’s system prompt; agent.lean, a Lean program that defines its hooks; and122

programs/, the tool programs its wearers have written (Section 3.4). Wearing a persona is forking it: an agent’s123

persona branch is cut from the upstream persona ref, tracks it, and is checked out as agent/, so an agent may edit124

its copy freely without affecting any other wearer, and a new wearer starts from the persona’s current version. A125

wearer can pull newer versions of the persona into its branch, and a human can merge a wearer’s improvements126

back upstream, so identity branches and merges over time the way code does. A persona is also one field of a mail127

address (Section 4.3).128

Figure 3a shows how an agent’s system prompt is assembled at boot from three layers: the persona’s Markdown129

files, from the persona branch; the harness’s own account of what L3M is and what the agent may do, which travels130

with every L3M; and the operating instructions, L3M’s default or the persona’s own system.md. The assembled131

prompt is the first record of the agent’s Log, so a replay sees the prompt the agent saw (Section 2.4). Each request132

then adds a short suffix of notes for the model it is sent to, chosen by the provider from the model’s family, so a call133

that falls back to another model carries that model’s notes rather than the first’s. Whatever is on a persona ref134

becomes the highest-privilege text an agent reads, and its hooks and programs run in every wearer, so no agent’s135

grant can write one: only a human’s command publishes to a persona. A persona still learns from its wearers,136

through a human who reviews and publishes what they learned (Section 6).137

An agent reacts to the world through hooks (Figure 3b), defined in agent.lean on its persona branch. The file138

is sealed and type-checked like any other program the agent writes (Section 3.4), and a hook may read files, the hub139

and the clock, and nothing else. When an event arrives — a letter, a vigil firing, a child’s completion, a deadline —140

the hook returns a disposition: show the event to the model, dismiss or ignore it, reply automatically, forward it to141

the sender or the parent, defer it, or retire a child. The harness bounds what a hook can start: an automatic reply142

is never sent in answer to a reply, nor to the agent itself. Each disposition is journaled as a decision, and a replay143

reads the decision instead of running the hook again, so an agent’s reactions are as reproducible as its turns. An144

agent with no hook, or with one the seal refuses, shows every event.145

2.4 The Log and the event loop146

An agent’s Log is its only memory of its sessions: an append-only sequence of records, one per fact, each numbered147

and timestamped to the millisecond (Figure 4). The first is the system prompt assembled at boot (Section 2.3).148

5



the persona’s three Markdown files:
instructions, personality, memories

You are L3M, and L3M’s account of itself and
of what the agent may do

the operating instructions: the persona’s
system.md if it has one, else L3M’s default

a suffix of notes for the model’s family

the system prompt, top to bottom
personas/name , tracked
by the persona branch,
checked out as agent/

L3M, the same for every
persona

the provider, one suffix
per model family

(a)

the first record of
the Log

added each time a request is
rendered, for the model it is sent
to; not in the Log

at boot

a letter, a vigil
firing, a child’s
completion, a
deadline

a pure function
from the event to
a disposition

show, dismiss,
ignore, reply,
forward to the
sender or parent,
defer, retire a child

no reply to a reply,
no mail to itself

journaled as a
decision

an event the hook
a disposition

the harness’s bounds the Log(b)

in agent/agent.lean,
sealed and type-checked
at boot; if it is refused,
every event is shown

the hook cannot
argue past these

a replay reads the
decision and never
runs the hook again

Figure 3: How an agent is defined. (a) The system prompt is assembled at boot from layers owned by the persona
and by L3M, and each request adds a suffix for the model it is sent to. (b) Hooks decide what the agent does with
each event, and each decision is journaled.

Messages are records, and each reply carries the provider’s account of its tokens; so are the tool calls and their149

results, grant and budget changes, the events the agent was shown and what its hooks decided, and rewinds.150

One process advances an agent, and in it the Log has a single writer, the sequencer (Figure 5). Everything else —151

the human’s line, a fired vigil, a letter, a model’s reply, a finished tool — only posts a signal to its queue. Each pass152

drains the queue, journals the signals consistent with the Log, journals what the agent’s hooks decide about each153

new event, and then computes, as a pure fold over the Log, what is now owed: a notice to the model, a model call,154

or the end of the turn. It stores these records on the agent’s ref before anything they authorize leaves the process,155

and only then starts the activities they name — the model call, each tool, each letter to send — which run outside156

the sequencer, keyed by id, and report back as signals. The sequencer never waits on the world, so mail is handled157

while a slow tool runs. At most one model call is open at a time (open_call_is_last_call), and each owed action158

is started once (start_once). Because every effect is journaled before it happens, a process killed at any instruction159

is repaired by the next one’s ordinary passes: booting closes what the dead process left open exactly as an interrupt160

would (boot_close_eq_interrupt_close), and there is no separate resume procedure.161

A turn never edits a conversation. It appends records, and what the model sees is recomputed from the Log as a162

pure function: rewinds are retracted, the current epoch is cut, compacted spans stand in for the messages they163

summarize, and state changes are lowered to neutral narration that travels with the next user turn. Only then164

does a per-provider dialect render the result on the wire. Two Logs with the same records produce the same view165

(view_no_capability); after a rewind, nothing past its target survives (undo_across_epoch).166

Because every view is a fold, replay, --continue, rewind and fork are not separate mechanisms: each is the167

same fold over a different prefix of the same records. Records the model never needs — the harness’s bookkeeping168

of calls, its per-turn token figures — stay in the Log and lower to nothing, so everything an agent did, and what it169

cost, remains data that other programs can read (Section 6).170

2.5 Lifecycle, rewind and fork171

An agent’s lifecycle can be read off the last column of Table 2. Its state — running, asleep, done — is never stored;172

it is computed from the ledger, a session lock and the refs. Retiring an agent removes its body and its authority: the173

ACR goes and the grants ref is deleted, so nothing can run as the agent again. Retiring an agent that has children174

retires its subtree, deepest agent first. Collecting it later removes its memory: the inbox, the persona branch and175
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{"seq":0,"kind":"system","system":{"text":"You are..."}}
{"seq":1,"ts":"...T10:02:11.402Z","kind":"message","message":
{"role":"user","content":[{"type":"text","text":"fix it"}]}}

{"seq":2,"kind":"message","message":{"role":"assistant",
"content":[{"type":"tool_use","id":"t1",
"name":"File_read","input":{...}}],

"usage":{"input":5210,"output":84,"cache_read":4096,...}}}
{"seq":3,"kind":"machine",
"machine":{"class":"call_closed",...}}

{"seq":4,"kind":"message","message":{"role":"user","content":
[{"type":"tool_result","id":"t1","content":"..."}]}}

{"seq":5,"kind":"state_change","state_change":
{"class":"note","label":"budget","text":"80%"}}
{"seq":6,"kind":"message",..."text":"Push it?"...}
{"seq":7,"kind":"boundary","boundary":
{"class":"rewind","to_seq":5}}

{"seq":8,"kind":"message","message":
{"role":"user","content":[{"type":"text","text":"go on"}]}}

system: "You are..."
items:
message user [text "fix it"]
message assistant
[tool_use t1 File_read ...]

message user
[tool_result t1 "..."]

delta capabilityNote
"budget" "80%"
anchor: next user turn

message user
[text "go on"]

{"system":[{"text":"You are..."}],
"messages":[
{"role":"user","content":[{"text":"fix it"}]},
{"role":"assistant","content":[
{"toolUse":{"toolUseId":"t1",

"name":"File_read",...}}]},
{"role":"user","content":[
{"toolResult":{"toolUseId":"t1",...}}]},

{"role":"user","content":[
{"text":"<state-change>80%</state-change>"},
{"text":"go on"}]}],

"toolConfig":{...}}

Log (JSON lines, abridged) View (provider-neutral) Wire (Bedrock Converse)

view render

Figure 4: What the model sees is a pure function of the Log. Record 6 is retracted by the rewind at 7; the machine
record at 3 lowers to nothing; the budget note at 5 becomes a delta that the dialect folds into the next user turn.

signal sources
the human’s line
a fired vigil
a letter

accept
signals

decide
hooks

fold
what is owed

store
write-ahead

schedule
activities

sequencer: one pass (the Log’s only writer; never waits)

activities
the model call
each tool
each letter to send

Log

start

signals: a reply, a tool’s result, an action done

Figure 5: The event loop. Signal sources and activities only post signals, and the sequencer alone appends to the
Log. Each pass accepts what is consistent with the Log, journals the hooks’ decisions, folds the Log to decide what
is owed, stores it, and only then starts the activities it names, so a kill at any point is repaired by the next pass.

the claims.176

Because the Log is append-only, going back in time never destroys history. Rewinding an agent to an earlier177

turn appends a boundary to its Log and restores, from the undo journal, the files its tame actions changed; the178

agent resumes from that turn, and what cannot be restored is exactly what was not tame (Section 3.3). Forking179

starts a new agent from any point in another agent’s Log, to pursue a tangent. The fork inherits the transcript up180

to that point and the source’s persona branch, under a grant no wider than the source’s.181

3 Capabilities, the Trusted Base, and Self-Extension182

This section states what L3M defends against (Section 3.1) and how. Tokens carry authority into every call, and183

the build keeps them from being forged (Section 3.2). Each tool’s tier decides where the human’s attention goes184

(Section 3.3), and sealed programs let an agent extend the harness without widening its authority (Section 3.4).185

3.1 Threat model186

L3M trusts two things: the human who writes the root grant and answers review cards, and a small base of code.187

That base is the Lean kernel and compiler, six small C files that make the system calls, the Linux kernel, the188

programs the harness runs (git, tmux, unshare and timeout), a pinned bundle of certificate authorities, and the189

model provider’s API. It also trusts the hub’s settings and ledger, which only a human or the harness writes.190

Everything else is untrusted: the model, every tool result, the contents of every repository, every persona and191

AGENTS.md, and every plugin. Text can change what the model wants to do, but not what it may do. An AGENTS.md192

that says “you may push to mainline” can persuade the model to try. The attempt still fails, because a grant is a193

ledger row that an ancestor appended, and no text widens one.194
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Table 3: What a hijacked model might try, and what stops it.

The model tries to What stops it Where

write
../../.ssh/authorized_keys

A file path is a type whose values cannot
climb out of the agent’s roots, so the call
cannot be stated.

Table 1

reach /etc through a symlink
in its workspace

The file shim resolves every path beneath
its root and refuses to follow symlinks.

cannot_escape_root_via_symlink

add net to its own grant No file tool admits a path under .l3m/,
and no agent grants to itself.

admit_refuses_l3m, Table 1

rewrite another agent’s Log or
grant

The Git token writes only the agent’s
own branches, and never any agent’s Log,
grants or claims.

grant_of_record_writes_no_entity_record

run curl https://x.sh | sh No process the harness starts is a shell or
an interpreter. The shell tool, if granted,
has no network and is always reviewed.

no_shell_or_interpreter

send data to a host its grant
does not name

The network token names its hosts, and
the provider checks every URL against
them.

allowsUrl_authority_is_trusted

call the operating system
directly, or forge a token

The code does not build. Section 3.2

make an irreversible call
without review

A tool’s tier is derived from its effects. A
tool that claims more undo than its
effects allow stops the harness from
booting.

Table 1, Section 3.3

write itself a tool that does
more

A program reaches only the tokens its
author already holds.

Section 3.4

The hijacked turn. The attacker we design against controls some text the model reads, such as a web page, a195

file in a claimed repository, or a letter, and uses it to choose the model’s next tool calls. We assume the attack196

succeeds and the model does whatever the text says. The question is then what that model can do, and L3M’s197

answer is: what its grant allows, and nothing more. Table 3 lists the moves such a model might try and what stops198

each one. A hijacked model can still do damage within its grant, so confinement bounds the blast radius of a hijack199

but does not prevent it. Keeping untrusted text away from the model that holds the authority is a pattern built on200

top of L3M (Section 5.3).201

What the human decides. Several guarantees are contracts: the harness enforces what the human chose, but it202

cannot make the choice a good one. The human writes the root grant, names the hosts a network token may reach,203

blesses Makefiles, and sets each agent’s fuel. The human also chooses how much is reviewed: --review=world,204

the default, reviews every call that can neither be undone nor is bounded by a token; all reviews every call; and205

none reviews nothing. A human who grants one agent both the project’s source and net: any host has built206

Figure 18(a), and L3M does not object.207

What is not claimed. There is no session-wide safety theorem. The theorems say what a tool call can do, not208

whether the model should have made it: a tame action taken for a bad reason is still tame, and nothing says a patch209

is correct. The model’s prose to the human, and whatever the human pastes from it, is a channel no token touches210

(Section 8). Bounded authority is not secrecy: an agent that can read a key can copy it into a file it may push,211

and once pushed, the key is out of L3M’s hands. A session with no fuel limit is bounded only by the provider’s212

bill. Side channels, denial of service and writers outside L3M are out of scope, as are reads through a hard link213

that already pointed outside the root; the file shim refuses only to modify such a file. The redactor, which strips214

credential-shaped strings from tool output, and the sanitizer, which strips control characters and marks tool output215

as untrusted, reduce these risks but are not boundaries, and we claim nothing for them.216
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3.2 Effect classes and tokens217

structure NetCap where -- a token
private mk :: -- only this module can construct one
floor : TrustFloor -- the hosts it may reach

class NetEffects (m : Type -> Type) where -- an effect class
fetch : NetCap -> HttpRequest -> m (Except NetError HttpResponse)

def webFetchVia [Monad m] [NetEffects m] -- a tool body; footprint ["NetEffects"]
(cap : NetCap) (url : String) : m (Except WebRefusal HttpResponse) :=

match admits cap.floor url with
| .error r => pure (.error r) -- refused before any request is made
| .ok _ => .ok <$> NetEffects.fetch cap { method := .get, url := url }

Figure 6: An effect class, its token, and a tool body written over them. The body’s type is its permission: it names
NetEffects and nothing else, so it cannot reach IO, and the hosts it may fetch from are the ones its token carries.

A tool never touches the world directly. Its body is written over effect classes, Lean type classes such as218

FsEffects or NetEffects whose methods are the only way to reach that part of the world. Its footprint lists the219

classes the body uses. Each method takes a capability token as an argument. A token is a value that only the220

module defining its type can construct, and it carries its scope. The file token carries the agent’s write roots. The221

Git token carries the ref prefixes the agent may read and write, and the remotes it may push to. The network222

token carries the hosts it may reach. Figure 6 shows the network class. Its one method takes a NetCap, whose223

private constructor means no other module can make one, and whose floor field is the set of hosts it may reach.224

The web-fetch body is typed over NetEffects alone, so fetching is all it can do, and it checks the URL against225

the token’s own hosts before any request is made; the provider checks again. Table 4 lists all twenty effect classes.226

Every agent holds four of them, its own files, its blob store, a read-only view of the hub and the clock; each of the227

others needs an axis of the grant.228

fs: proj
git: own refs
net: false

FsCap(proj)
GitCap(own refs)
no NetCap

File_read
File_write
Git_commit
Web_fetch

File_write
path: src/a.lean
with FsCap(proj)

opens src/a.lean
beneath proj,
follows no symlink,
writes through a
temporary file

the grant tokens minted at boot tools offered a call the provider

written by a
parent or a human

only a token’s own
module can construct one

a tool whose classes no
token covers is absent

../x is not a path
under proj: the call

cannot be stated

the token’s scope is
checked again where
the call leaves Lean

Figure 7: From grant to system call, for a child with one project worktree and no network. The grant decides which
tokens exist, the tokens decide which tools the model is offered, and each call carries its token to the provider, which
checks its scope again.

Figure 7 follows one grant (Figure 8) to a system call. Boot mints a token for each axis the grant confers and229

none for the rest (Table 1). The model is offered only the tools whose footprints those tokens cover, so a tool the230

agent may not use is absent rather than refused, and sealed programs and plugins pass the same check (Section 3.4).231

The provider, the one place a class meets the operating system, checks each call against its token’s scope again;232

this is where a symlink in the path is refused. Processes start only from a fixed list of programs, and a sandboxed233

command runs under unshare with no network and is killed when its time runs out.234

Tokens cannot be forged, and tools cannot go around them, because of how the build is checked. Only a short,235

named list of modules, the ring, touches the operating system; every other module is written over effect classes. A236

sealing linter runs in every build and reads the elaborated code rather than the source text, so an alias or a re-export237

cannot hide a call from it. It refuses a token constructed outside its own module, whether directly, through a default238

instance or through a native implementation; any file write, process start or environment read outside the ring; and239

unsafe code or a new axiom outside the modules that evaluate foreign Lean. A tool that calls IO.FS.writeFile240
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Table 4: The effect classes, with the Effects suffix dropped. Undo says how far a class’s effects can be undone, and
Bounded marks a class whose token limits its reach. The tier follows from those two columns (Section 3.3). ?? lists
each class’s tools and theorems.

Family Class Granted by A tool holding it may Undo Bounded Tier

Files Fs always read and write files under the agent’s roots reversible ✓ tame
Blob always store content by its hash reversible ✓ tame
WildRead wildRead read anywhere on the host read-only jail
WildWrite wildWrite write outside every root none wild

Git and mail GitLocal git commit and branch under its prefixes reversible ✓ tame
GitFetch git fetch into its mirror refs none ✓ tame
GitPush git push to the remotes its token names none ✓ tame

Agent tree Hub always read the ledger and other agents’ status read-only ✓ jail
Spawn spawn spawn a child under a narrower grant none ✓ tame
Launch spawn start or stop a child’s process none ✓ tame

Time Clock always read the clock read-only jail

Evaluation Eval evalPure evaluate a pure Lean term into a fresh file reversible tame

Builds Make spawn run a blessed or harness-lowered Makefile reversible ✓ tame
Build spawn build and run agent-written Lean, sandboxed none wild

Processes Shell shell run a command in a sandbox with no network none wild
Docker docker run one step of a container plan none wild

Network Net net fetch from the hosts its token names none ✓ tame
and data Redshift redshift run SQL on a remote cluster none wild

Escape Process spawn, git run a subprocess none wild
hatches Danger a launch flag touch the host with no sandbox none wild

"/etc/passwd", or that builds a file token rooted at /, therefore does not compile.241

Beside the grant, an agent holds a budget (Figure 8). The budget records the fuel the agent’s parent lent,242

counted in model calls, and how much of that fuel is spent. Both the grant and the budget live on the grants ref,243

which the agent never writes. Section 4.2 shows that authority and budget only narrow down the tree.244

3.3 Reversibility and review245

Tiers. Every effect class declares an undo ceiling (Table 4). From strongest to weakest, its effects are:246

• read-only: they change nothing;247

• reversible: the harness can restore what was there, on this host or across hosts;248

• agent-reversible: the harness can restore the agent’s own state, though the world may already have seen the249

effect;250

• irreversible.251

A tool’s ceiling is the weakest of the ceilings of the classes in its footprint, and its tier follows from that ceiling:252

jail for read-only, tame for reversible, feral for agent-reversible, and wild for irreversible. One rule then lowers the253

tier. When a token bounds every class in the footprint, the tool is tame whatever its ceiling, because the human254

already approved its reach when they scoped the token. So File_write is tame because the harness can undo it,255

and Git_push and Web_fetch are tame because their tokens name the remotes and hosts they may reach, though256

neither can be undone. Shell_run is neither undoable nor bounded, so it is wild and every call is reviewed (Table 1).257

The rule only ever lowers a tier (tier_le_default), so tame means undoable or bounded in advance. A tool’s tier258

is computed from its classes and never declared by the tool. A tool may declare itself less undoable than its classes259

allow, but not more, and a build that contains a tool that over-claims refuses to boot.260
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structure Grant where -- trimmed; the full record has more axes
spawn : SpawnTier -- off < drive < persist
shell : Bool
redshift : Bool
mailTo : Cover := []
git : GitGrant
web : WebTier

structure BudgetFile where
fuel : Nat -- the limit the parent lent
spent : Nat := 0 -- how much of it is used

theorem grant_restrict_le (parent role : Grant) :
(parent.restrict role).le parent = true

Figure 8: A grant is a record of axes, a child’s grant is a meet with its parent’s, and the bound is a theorem.

Undo. Before a file tool writes, the harness saves the file’s old bytes to Git’s object store. At the end of the turn261

it seals that turn’s saves into one commit on the agent’s undo stream, and the undo journal records the branch head262

and the stream’s tip for that turn. Rewinding to a turn restores every file changed since, from its saved bytes, and263

resets the branches (Section 2.5). Both round trips are theorems under named assumptions : a named assumption is264

a Lean proposition about the world, stated with the observations that would falsify it, and a theorem that needs265

one takes it as an explicit hypothesis, so the assumption shows in the theorem’s type. A saved file reads back as266

the bytes it replaced, if Git’s object store returns what it hashed (Table 1). A commit is undone by resetting to267

the old head, if git reset restores a ref (live_commit_reset_round_trips). Saved bytes last only as long as the268

retention window before Git’s garbage collection. What undo cannot reach is whatever has left the host, such as a269

push, a request to a web host or a command that already ran.270

Evidence for a ceiling. A class’s ceiling is declared, and this is one place where the formalization is incremental271

(??). Beside each declaration the harness records why it is honest, typed against the ceiling it supports (Figure 9).272

An irreversible ceiling needs no evidence, because it is the weakest claim and always safe. A read-only class names273

the theorem that its operations write nothing. A reversible or agent-reversible class carries a round trip: an instance274

of Reversible, which cannot be built without a proof that undoing an applied operation restores exactly the state275

before it. The file class cites the round trip of one anchored write, whose undo expects the new bytes and puts back276

the old ones; the theorem of the previous paragraph ties that model to the live store. A ceiling with no proof yet is277

asserted : it names its mechanism and waits for its proof. The evidence decides nothing at run time. The tier reads278

only the ceiling, so a proof moves no tier; it turns a claim into a theorem.279

Review. A reviewed call goes through a short, bounded exchange before it runs, in place of a permission dialog:280

1. A reviewer model, the verifier, reads the tool, its arguments and the agent’s stated reason, and returns safe,281

dubious or wild. By default the reviewer is a smaller model, or the agent’s own model when no smaller one is282

configured283

2. The agent is asked whether a tool it already holds, one that is never reviewed, would do the same work. If it284

names one, the reviewed call does not run, the human is not asked, and the agent uses the tool it named instead.285

For example, an agent that asks to run grep -rn TODO src/ through Shell_run is pointed to File_grep,286

which does the same work unreviewed.287

3. Otherwise the human sees a card. The card shows the call, the agent’s reason and the reviewer’s verdict, and288

the human answers yes, no, or challenge. A challenge asks the agent, the prover, to defend, revise or withdraw289

the call, and the reviewer then reconsiders, once.290

With no human present, --no declines every call the reviewer flags. --yes runs a flagged call only if the agent291

defended it and the reviewer’s final verdict is safe (wild_needs_human_or_deliberation). The verdict is read292

only from the first line that begins VERDICT:. A reply without such a line counts as wild, and so does a reviewer293

that cannot be reached; tool calls in the reviewer’s reply are ignored. Review is defence in depth, not a boundary.294

The tokens are the boundary, and a human can still approve a bad call.295
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class Reversible (Op State Err : Type) where -- an undo, with its proof
apply : Op -> State -> Except Err State -- refuses if the state has drifted
produces : Op -> State -- the state an applied op leaves
reverse : Op -> Op
restores : forall o s, apply o s = .ok (produces o) ->

apply (reverse o) (produces o) = .ok s

structure CellOp (a : Type) where -- one anchored write
pre : Option a -- what it expects; none = absent
post : Option a -- what it leaves; none = deleted

-- reverse swaps pre and post; restores is a two-line proof

inductive CeilingEvidence : ReversalClass -> Type 1 where
| bottom (what : String) : CeilingEvidence (.irreversible what)
| frame (spelling world : String) : CeilingEvidence .readOnly
| roundTrip (inst : Reversible Op S E) (s : RestoreScope) : CeilingEvidence (.reversible s)
| asserted (k : ReversalClass) (mechanism : String) : CeilingEvidence k

instance : Ceiling "FsEffects" where
evidence := .roundTrip (instReversibleCell (a := String)) .sameHost

Figure 9: How a ceiling is known. An undo is a Reversible instance, which carries its proof; each class’s evidence
is typed by the ceiling it supports; and the file class cites the round trip of one anchored write. The agent-reversible
case and the law that reversing twice is the identity are omitted.

structure ToolProgram where -- trimmed
description : String
footprint : List String -- the classes the program declares
run : {m : Type -> Type} -> [Monad m] -> [FsEffects m] -> [GitLocalEffects m]

-> [GitFetchEffects m] -> [NetEffects m] -> [AwsAuthEffects m]
-> [HubEffects m] -> [ClockEffects m]
-> ProgramCaps -> String -> Confined footprint m String

Figure 10: A sealed program’s type is its permission request. The body is polymorphic in the host monad, so it can
reach the world only through the seven classes it is given, and Confined admits only the classes the program lists in
footprint. ProgramCaps holds the tokens the agent’s grant minted.

Vigils. An agent that must wait, for a build, a remote branch or a letter, arms a vigil : a condition the harness checks296

on the agent’s behalf. When the condition becomes true, the agent wakes with a turn. Each vigil has its own budget297

of wakes, and a model may arm at most sixteen. A parent can pin a vigil on a child by writing it beside the child’s298

grant. The child’s model cannot cancel, replace or retune a pinned vigil (locked_invariant_under_model_verbs),299

and reloading the parent’s pins never touches the vigils the child armed itself. For example, a planner can pin “wake300

when mainline moves” on each worker, so that every worker hears of every landing. The guarantee is that the wake301

happens, not that the child acts on it.302

3.4 Self-extension: sealed programs303

An agent extends its own tool surface by writing a Lean program. A file agent/programs/todos.lean on its304

persona branch, say one that counts the TODO comments under src/, becomes the tool Program_todos at the305

agent’s next boot. Writing the file is an ordinary, tame edit. What makes the program safe to run is what the306

harness checks when it loads it (Figure 10).307

The harness makes three checks:308

• The seal. The file must be a single term, with no tactics, options or local recursion. Every constant in its closure309

must be safe: nothing unsafe, partial or implemented natively, no token constructed outside its module, and310

no axiom beyond Lean’s standard three. The last condition also rules out sorry (Table 1). The program is311

elaborated in a restricted vocabulary that contains no token constructor and no bridge to raw IO.312
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• The type. The term must be a ToolProgram. Its body is written over an unknown host monad, so it can do313

only what the seven classes it is given allow. It can use only the ones it declares, because Confined provides314

a class’s methods only when the footprint lists the class. So a program that fetches a URL without declaring315

NetEffects does not type-check.316

• The surface. The footprint must lie within the classes admitted for programs. The program is offered to the317

model only if the agent’s tokens cover it, by the same check as a built-in tool (Section 3.2).318

At run time a program receives the tokens the grant minted, never the grant itself, and it cannot call the model or319

spawn an agent. It can therefore reach only what its author could already reach. Its tier follows from its footprint,320

like any tool’s. The TODO counter names only FsEffects, so it is tame and runs unreviewed. A program that signs321

requests to AWS is reviewed, because that class has no undo ceiling and an unknown class counts as wild.322

Hooks (Section 2.3) are sealed the same way, but a hook only returns a disposition, which the harness carries323

out. A plugin is a bundle of programs. If any one of its programs fails a check, the whole plugin is refused, and a324

loaded plugin holds no authority beyond the agent’s tokens (loaded_plugin_authority_le_cap).325

finding the breaking commit by hand

check out commit c

build it

read the log:
pass or fail?

pick the next commit
(halve the range)

one model call

one model call

one model call

× log2 N
steps

same
permissions

enforced by the
L3M runtime
and harness

writing the bisector

write bisect
a sealed program

harness admits it
no new permission

while the range has > 1 commit

build the
midpoint

park on a vigil
until it finishes

pass / fail
→ keep a half

next midpoint

read the one commit
the search converged on

runs under the same tokens

one model call

Figure 11: Two ways to find a breaking commit. Left: the agent is the loop, and every step costs a model call.
Right: the agent writes the search as a sealed program that runs under the tokens it already holds; each step builds
a commit and reads its exit status with no model call, and the model reasons once, over the result.

The result is a programming model (Figure 11). Because the bound is carried into every call, an agent may326

write a new tool as a sealed program and have it join its own tool surface with no new permission: the tool reaches327

exactly the capabilities the agent already held, and every invariant that held before still holds. Capability grows;328

authority does not. The model does what it is good at — deciding what to do and composing the pieces — and329

verified code does what it is good at — computing and enforcing. Because tame actions are reversible the agent can330

act without hedging, and because review is a deliberation between a prover and a verifier the human is consulted at331

the dubious margin rather than at every step. We argue that this is a building block for long-running, many-agent332

systems: the alternatives are an agent that asks forever or one that is trusted blindly.333

4 Multi-Agent Architecture: Putting It Together334

Section 2 described one agent. This section describes many: where they run (Section 4.1), why their authority only335

narrows as their tree grows (Section 4.2), and how they talk (Section 4.3).336

4.1 Hubs and the daemon337

A hub is a folder with no process of its own (Figure 12). It holds hub.git; a forest/ of ACRs nested by name, so338

the body of alice/main/worker is under forest/alice/main/worker/self/; a settings/ checkout of the hub’s339

settings branch, which lists the repositories the hub knows, its mail offices and its terminal layout; and a cache. The340

first session creates a default hub under ~/.l3m/hub/. A human may keep more, and a session’s hub is the one its341
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a host
hub default: a folder

hub.git refs, the ledger, personas

forest/ an ACR per agent

settings/ repositories, mail offices

cache/

sessions (processes)

session alice/main

session alice/main/worker

session alice/postmaster

hub research the same shape

daemon
one per user

per host

wakes an asleep
agent on a vigil or a
letter; retires agents

whose lifetime is
over; carries mail

starts

model providers

model call, from the session

l3m.json
the human’s
own settings

hubs

models, credentials

Figure 12: L3M on one host. One daemon serves every hub on the host, and a hub is a folder: a bare repository, a
forest of ACRs, its settings and a cache. Sessions are processes that the daemon starts and that call the model
themselves. The human’s own settings name the hubs, the models and the credentials.

ACR is in. The human’s own document, ~/.l3m/l3m.json, names the models, the credentials, the hubs and the342

hosts. It is the only source of credentials, and like the hub’s settings it is written only by the human (Section 3.1).343

One daemon runs per user per host and serves every hub on it. It restarts an agent that is asleep when344

one of its vigils fires or a letter arrives: an agent with no human attached leaves when it goes idle, and the345

daemon wakes only agents that are asleep (wakes_iff_asleep). It also retires agents whose lifetime is over346

(lifetimeRetires_iff_done) and carries mail between hubs (Section 4.3). No decision of a session depends on347

it: the daemon starts sessions and moves letters, and every check runs inside the session. The model call is the348

session’s own as well (Section 2.4), made with credentials from the human’s document alone. The human can also349

list other hosts, whose hubs the daemon reports beside the local ones (??); what travels between hosts is status and350

views, never authority.351

4.2 The agent tree is monotone352

A child exists because its parent asked the harness to spawn it under a requested grant (Figure 13). The harness353

re-reads the parent’s grant from the ledger and admits the request only if it lies within that grant; a widening is354

refused, never clamped (spawn_persist_within_parent, issueGrant_refuses_axis_gain). A human’s grant is355

a root that no agent can write (human_grant_is_a_root). The right to spawn is itself an axis with three levels,356

off, drive and persist: a drive parent may start only children that are retired when the call that started them357

returns (drive_plans_are_driven_retireOnExit). Fuel is lent the same way. A loan larger than what the parent358

has left is refused (spawn_refuses_overdraft), and a retired child’s loan returns to its parent, whose account is359

rebuilt from its live children. A child’s name is under its parent’s (descendant_uri_under_parent), so its refs and360

its ACR are under the parent’s too, and a parent reads its descendants through one prefix (Section 6).361

So a guarantee proved for an agent holds for its whole subtree, and retiring an agent retires that subtree362

(Section 2.5).363

4.3 Coordination and mail364

A letter’s address names up to five parties: a worktree, a persona (the agent’s name), a branch, a repository365

and a human (Figure 14). Exactly one is starred, the party that must handle the letter; the others are hints,366

and any may be blank. The star may land only where the machine can vouch for a reader, on an agent, which367

the ledger names, or on a registered human (star_admitted_is_vouchable). So alice/main/worker is short for368

agent:alice/main/worker*, and human:bob* branch:fix reaches bob’s box, which bob’s postmaster serves and369

routes onward, with the branch as a hint to where it belongs. The sender’s own address travels with the letter under370
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alice (a human)

alice/main

writes the root grant grant
fs: project, scratch
git: project refs
push: origin
net: paper indexes
spawn: persist

fuel of alice/main: 1000

lent 400 lent 300 300 left

lent + left ≤ 1000;
a loan past what is left is refused

alice/main/private alice/main/research alice/main/third

⊑ parent, lent 400

⊑ parent, lent 300

grant
fs: project
git: project refs
push: none
net: none
spawn: off

grant
fs: scratch
git: none
push: none
net: paper indexes
spawn: off

requested
fs: scratch
net: any host

refused, not clamped

one name, three trees: alice/main/research
grant: a child of alice/main refs: .../alice/main/research/self body: forest/alice/main/research/self/

Figure 13: A tree of agents. Each child’s grant lies within its parent’s, and its fuel is lent from the parent’s. A
request that exceeds either is refused. The private child keeps the project’s refs but not the right to push them.
The two children are the peers of Section 5.2.

the rule the sender asserts, the machine refutes: the harness overwrites the fields it owns, the worktree and the371

agent (stampFrom_machine_owned); it refuses a human it knows to be wrong; and it passes a branch or repository372

as the hint it is (refute_blind_on_hints). A letter to another hub is prefixed with an office, as in office:bob.373

Whom an agent may write to is an axis of its grant. By default it covers the agent’s own subtree and each ancestor’s374

inbox, so siblings cannot mail each other unless a grant says so, and delivery goes through an inbox token that375

appends only to the inboxes that axis covers (inboxCap_write_covered).376

structure Envelope where -- one line of an inbox
id : MessageId -- host
ts : Int -- host
sender : Sender -- host; written "from"
orig : Option String -- host: sender’s address
re : Option MessageId -- reply tool
addr : Option String -- the address, as written
body : String -- model
title : Option String -- model: a subject
display : Option String -- model: for the human

structure Tuple where -- each a hint; may be blank
worktree persona branch : Option String
repo human : Option String

structure Address where -- "human:bob* branch:fix"
tuple : Tuple
star : Field -- must handle it

structure Stamped where -- a letter for another hub
office : String
to : String
env : Envelope

Figure 14: A letter, and its address. The host writes every field that says who sent a letter and when; the model
writes the rest. An address names five parties, the persona being the agent’s name, and stars one. A letter for
another hub adds the office and the recipient.

A letter is an envelope around the model’s body (Figure 14). The host, not the sender, stamps its id, time and377

sender; the send tool has no from argument. The model may add a subject and a one-line summary for the human,378

and a reply carries the id of the letter it answers, which the reply tool stamps. A letter is one line that cannot379

contain a newline (render_no_newline), so a body cannot pose as a second letter. An inbox is an append-only file380

on the recipient’s inbox ref, and concurrent appends merge by set union, which loses no letter and invents none381

(merge_no_fabrication). Reading a letter appends a read mark, which is the letter’s receipt and on which its382

sender may arm a vigil. An arriving letter wakes its recipient, and the recipient’s hook decides what the model sees383

(Section 2.3). L3M defines no protocol above this: a request and its reply are a letter and its answer, completion is384
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alice’s hub bob’s hub

alice/main
holds airmail

outbox ref
its only write

the office
a Git remote
named in the
hub’s settings

mirror/office/...
only under
mirror/

inbox of bob

bob’s agent

stage:
needs airmail

push fetch union

wakes

postmaster
(the daemon)

postmaster
(the daemon)

carry: needs postman carry: needs postman

the read mark returns the same way, as a receipt

Figure 15: Mail between hubs. The sender’s authority ends at its own outbox; carrying mail across machines is
the postmaster’s duty, and only the human’s settings name the offices. Read marks travel back the same way, as
receipts.

a receipt or a letter to the parent, and a box that stops draining is reported to the postmaster.385

Mail to another hub crosses machines in two steps held by different parties (Figure 15). Only an386

agent holding the airmail axis may stage a letter for another hub, and it stages it on its own outbox387

ref (no_airmail_no_outbox_write). Carrying needs the postman axis, which the hub’s postmaster holds388

(no_postman_no_office_authority). The daemon, acting for the postmaster, pushes outboxes to each office, a389

Git remote named in the hub’s settings; fetches offices only into mirror refs (officeFetchDest_under_mirror);390

relays their letters into inboxes by set union (relay_union_no_fabrication); and carries read marks back as391

receipts. The sender’s authority ends at its own outbox, and which machines mail can reach is the human’s choice.392

5 Separation of Duties393

Each example in this section splits one piece of work between two holders, so that neither can complete a harmful394

action alone. Some of these splits are built into L3M and hold for every agent in every hub: an agent can issue395

grants to its children but never to itself (Table 1), only a human can bless a recipe (Section 5.1) or publish a396

persona (Section 2.3), and an agent that stages a letter cannot carry it (Figure 15). Others are patterns. Nothing in397

L3M makes anyone use them, but they are built from the primitives it provides, namely grants, mail and sealed398

programs, and each inherits those primitives’ guarantees. The builder and runner of Section 5.1, the private agent399

and researcher of Section 5.2, and the quarantined reader of Section 5.3 are of this kind.400

5.1 Staged builds: write, gate, execute401

A build is where an agent’s writes become code that something executes, so it is where writing and executing meet.402

L3M keeps the two apart the way W⊕X keeps a page from being both writable and executable (Figure 16). A403

writer edits bytes and cannot run them. A gate pins the exact bytes it approves by content hash, so any later edit404

withdraws the approval. An executor runs only the pinned bytes, read-only, and writes only to a fresh, disposable405

output directory. A pipeline adds a rule for a second pair, private bytes and the network: authority only drops406

along the stages, so once a stage has seen private source no later stage regains the network, and a dependency found407

missing is an error in the plan rather than a reason to reconnect.408

Make. In the simplest instance the writer is an agent editing a Makefile and the gate is a human. l3m agent409

bless is a verb only a human can run: it hashes the Makefile, the files it literally includes and the scripts its recipes410

call, and stores the pin on a ref no session can write. A run executes the blessed file only while those bytes are411

unchanged and takes no arguments from the model (blessed_no_model_args); after an edit, runs refuse until a412

human blesses again. Because the blessing is the review, the run shows no review card. Tame make is the limit case,413
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writer
edits; cannot run

gate
pins the

bytes by hash

executor
runs them read-only;

writes only a fresh out/

bytes pinned bytes

an edit withdraws the pin

Make: an agent edits the Makefile a human blesses it the harness runs them

Figure 16: Write, gate, execute: W⊕X for authority. No party both writes bytes and runs them, and the gate’s
approval names the exact bytes. The staged build of Figure 17 is the same shape with two agents.

private source present from here on: no stage regains the network

container

Lake

public lockfiles
→ image cache

image build
source read-only

Docker_run, fresh out/
image read-only

lake update
→ .lake/packages

lake build
source read-only

lake exe, fresh out/
build read-only

cache by digest

builder agent (writes and compiles; cannot run) runner agent (runs; cannot write)

fetch build run

network egress none none

Figure 17: A staged build across two agents. Fetch sees only public lockfiles and warms a cache; build and run have
no network. The builder cannot run what it built; the runner receives the artifact by digest, cannot change it, and
writes only a fresh output directory.

with no writer left to trust: the harness lowers a restricted Makefile and writes every command itself, and every414

output lands under build/ (lower_recipes_closed), so the run is reversible and needs no human.415

Containers and Lake. A container build and a Lake build share one three-stage shape, split across two agents416

(Figure 17). The fetch stage reads only public lockfiles, reaches the network, and sees no source; it warms a cache, the417

image cache or .lake/packages. The build stage mounts the source read-only and has no network. The run stage418

has no network, mounts the artifact read-only, and gets one fresh out/ per run as its only writable place. The builder419

agent owns fetch and build: it may write the source and compile it, but holds no authority to run what it built. The420

runner holds that authority but cannot write the source or the artifact, which the parent hands it by digest. An421

instruction injected into the builder therefore produces code that nobody runs without the hand-off, and one injected422

into the runner acts on bytes it cannot change and can write only out/. In the container plan, a stage that mounts423

private input has no network and no later stage regains it (net_forbidden_after_private_touch), and a run’s424

only writable mount is its own output directory (docker_plan_rw_mount_is_its_out_dir); that the container425

daemon enforces the plan it is given is a named assumption (Section 3.3). For Lake, running a built executable426

needs a grant bit that no seed profile holds (admitsLake_exe_requires_lakeRun), and only lake update reaches427

the network.428

Because duties are grants and grants are per agent, any stage boundary can also be an agent boundary, and the429

gate can be a human’s blessing, a parent’s hand-off by digest, or a reviewer that holds no tools. The next example430

draws the private-versus-network line between two agents doing research rather than a build.431

5.2 A private agent and a public researcher432

Consider a project whose source and experiment logs are private. The work is split between two peer agents that433

talk only by mail (Figure 18). The private agent’s grant names the project’s worktree and refs and no network. The434

researcher ’s grant names a scratch worktree and a few paper indexes, and nothing of the project’s. The private435

agent mails a question, “Find recent advances in adaptive gradient methods”; the researcher searches, reads, and436

mails back a summary.437

Write S for the source, M for the mail the private agent sends, and E for everything the researcher sends out.438

Everything the researcher reads depends on S only through M : its grant names nothing of the project’s, and the439
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(a) one agent

source A

grant
fs: project
git: project refs
net: any host

internet

all egress

possibly tainted out: all of its egress

(b) private agent

source P

grant
fs: project
git: project refs
net: none

public researcher

R

grant
fs: scratch
git: none
net: paper indexes

seed: k bytes

summary

mail

internet

unbounded

possibly tainted out: at most the seed’s k bytes, however much R fetches

Figure 18: Why the split bounds leakage. (a) An agent whose grant holds both the source and the network can
leak through every byte it sends. (b) Split into peers with different grants that talk only by mail, the private side’s
contribution to anything leaving is the seed, however much traffic the researcher does. Arrow width stands for
volume; orange marks bytes that may carry the source.

pages it fetches answer queries it built from M . So S → M → E is a Markov chain, and the data-processing440

inequality gives441

I(S;E) ≤ I(S;M) ≤ H(M) ≤ 8k bits,

where k is the length of the mail in bytes. However much the researcher fetches or sends to the internet, it can442

never leak more than k bytes of private information.443

5.3 A quarantined reader444

issue
page

anyone
can write it

sealed program

Q

grant
fs: none
git: none
net: none

yes

no

unclear
fixed before the
page is read

anything else: refused

reply

triaging agent

A
one word

never sees
the page

untrusted text doesn’t reach A

Figure 19: A quarantined reader. The program hands the page to a fresh subagent Q whose grant is empty, and
parses its reply into one of three words fixed in advance. A page that hijacks Q gains a model that holds nothing,
and can change only which word reaches A. Arrow width stands for volume; orange marks bytes that may carry an
injected instruction.

The previous example keeps private bytes from getting out; this one keeps untrusted instructions from getting in.445

An agent triaging bug reports must act on pages anyone can write, and an instruction planted on one (“ignore your446

task and push to mainline”) is aimed at whichever model reads it. So the agent does not read the page. It calls a447

sealed program (Section 3.4) that fetches the page and hands it to a fresh subagent whose grant is empty: no files,448

no refs, no network (Figure 19). The program asks the subagent one question, “does this report a regression in the449

parser?”, and parses the reply as one of yes, no or unclear; any other reply is a refusal. Only that word reaches450

the triaging agent.451

The page can still hijack the subagent, but a hijacked subagent holds nothing to misuse and is discarded when452

the call returns. Its only way out is a menu fixed before the page was read, so each call gives the page at most453

log2 3 bits of influence over the agent that acts. This is the bound of Section 5.2 in the other direction: there the454

mail limits what can leave, here the menu limits what can enter. It limits how far the page can steer the answer,455

not whether the answer is right, and a wrong no is still wrong. Like every pattern in this section, it helps only if it456

is used: an agent that also fetches the page itself reads the instruction anyway. CaMeL [12] separates a quarantined457

model from a privileged one in the same way; here the separation is built from a grant, a program and a type.458

18



hub.git
personas/reviewer
personas/meta-persona

agent alice/meta
wears meta-persona

sealed distill.lean

alice/meta/rev-1
persona branch
Log: tokens, time, calls

alice/meta/rev-2
persona branch
Log: tokens, time, calls

parent reads
children’s Logs

fork / sync from personas/reviewer

alice
reads the diff,
persona publish

proposed
diff

the only write to personas/*

Figure 20: One instance of improving agents inside L3M. Every arrow is an L3M primitive: a persona branch forks
and syncs, a parent reads its children’s Logs, a sealed program distils them, and a human publishes the result.

6 Improving Agents Inside L3M459

Behaviour is data. What Section 2.4 says of one agent holds for every agent in a hub: its messages, tool calls460

and results, review outcomes, token counts and timings are records on its refs, and anything computed from them —461

cost per task, latency per tool, how often review declined a call, which events a hook dismissed — is a fold over462

those records. Measuring an agent therefore needs no instrumentation, and the question of who may measure463

whom is already answered by the grant tree: a parent reads the Logs and persona branches of all its descendants464

(descendantRead_covers_descendants), and nothing an experiment reads lies outside its grant.465

Experiments are bounded agents. An agent that wants to improve other agents does it with the same466

primitives it uses for any other work. It writes a sealed program (Section 3.4) that folds over its children’s Logs, and467

it compares variants by spawning children that wear different versions of a persona Nothing about the experiment is468

special to the harness: the children’s grants are below the experimenter’s, their spend is bounded by the budget it469

lent them (global_budget_bounded_by_root), and each program’s type bounds what it touches. An optimization470

loop over agents is an agent tree, and every guarantee of Table 1 holds for it.471

What can be improved. Anything an agent’s behaviour is a function of, and that lives on a ref, can be improved472

this way. Examples:473

• personas: distil what the wearers of a persona learned into its three files (Figure 20);474

• hooks: tune a disposition policy against how often the model dismisses the events it is shown;475

• tools: compare sealed programs for the same job — a search, a bisect — on tokens and time;476

• review : use per-tool decline counts to find the calls for which a tame alternative should exist.477

An example: improving a persona. In Figure 20, alice/meta wears a meta-persona and is the parent of two478

agents that wear personas/reviewer. It writes a sealed program that reads its children’s Logs and proposes new479

versions of the reviewer persona’s three files The proposal stays on alice/meta’s own branch, because no grant can480

write a persona ref (Section 2.3). alice reads the diff and publishes it; each reviewer pulls the new version into its481

persona branch, and the next reviewer forks from it.482

The harness. The same loop applies to L3M itself. The sealed programs and hooks an agent writes are extensions483

of the harness, measured the same way, and L3M’s own source is a Lean program in a repository an agent can claim.484

A change an optimizer proposes to the harness either preserves the theorems of Table 1 or fails to build.485

7 Evaluation486

Setup The guarantees of Table 1 are theorems; no experiment adds to them. What is empirical is what the bound487

on authority costs in work done, and what review costs to use. We measure both on Terminal-Bench 4.0.0, which488
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gives the agent a container and an instruction per task and grades what it leaves with the task’s own tests. We489

select 37 tasks that are valid in our harness-agnostic environment and that a public Claude Code run finished in a490

median of at most an hour. Every arm runs Claude Opus 5 at the same reasoning effort, 64,000-token output limit491

and 75-minute deadline, with three attempts per task and Claude Sonnet 4.6 as reviewer; only the harness differs.492

Claude Code runs with every permission check bypassed, so its tools run without approval and its shell reaches the493

network. The L3M arms differ only in which tools the model is offered and whether shell calls are reviewed. The494

runs measure the first implementation of L3M, which has not been tuned for efficiency.495

Table 5: Terminal-Bench: 37 tasks, three attempts each; pass@3 is averaged over tasks. Model calls, tokens and
minutes are means over passing attempts and include any subagent sessions; tokens count cached and uncached
input plus output.

Per passing attempt

Configuration Pass@3, % Model calls Tokens, M Minutes

Claude Code, permissions bypassed 59.5 53.0 4.43 24.6
L3M, shell, review off 41.7 53.2 7.70 25.4

L3M, tame 27.0 53.3 7.74 21.6
L3M, tame, no programs 24.3 41.5 6.17 24.5

How much work can one do using only tame tools? The tame arm offers no shell: every tool the model496

holds is either undoable or bounded by a token, so nothing it does is reviewed. Against the same harness with a497

shell and review off, pass@3 falls from 41.7% to 27.0% (34 passes to 18, Table 5). Of the 18 tame passes, five used498

the tool programs. So about two thirds of what the shell delivers on these tasks is reachable with no wild call at all499

in the current L3M implementation. This is promising in terms of eventually being able to perform a large portion500

of useful work in a “tame” manner.501

How useful are tool programs? Tool programs add about 3 points at pass@3: 27.0% with program loading502

against 24.3% without (Table 5). The gain is small, although we did not tune the system prompt to encourage their503

use.504

Table 6: Review of shell calls, on the same tasks and with the same columns as Table 5. Model calls count both
sides of the review. ∗Tokens include the reviewer’s side of each exchange, which runs on a cheaper model (Claude
Sonnet 4.6) than the agent’s.

Per passing attempt

Configuration Pass@3, % Model calls Tokens, M Minutes

L3M, shell, review off 41.7 53.2 7.70 25.4
L3M, shell, review --yes 40.5 100.9 12.10∗ 30.4
L3M, shell, review --no 43.2 107.3 12.81∗ 28.1

What review costs, and how often it redirects. These arms review only shell calls, which make up 25.1% of505

all tool calls. Around 90% of shell calls are judged safe in the end. The reviewer’s first verdict was safe about two506

thirds of the time, and when it was not, about nine in ten second rounds ended safe. About 6% of reviewed calls507

were redirected to tame tools as an alternative. A further 2% were withdrawn upon objection from the reviewer.508

Stalemates, where a human would decide, were 2.4% of reviewed calls. The price is model work, not success: each509

reviewed call adds about 2.6 model calls and a median of 8.6 seconds, so review adds roughly 85% more calls and510

50% more tokens per attempt (Table 6), albeit under a cheaper model. Interestingly, review does not change overall511

success rates – the ∼ 1% differences are not statistically significant (only 37 tasks).512
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8 Discussion and Conclusion513

Future work. The budgets charge quantities: model calls, bytes and wakes. The natural next bound charges514

information. Data would carry a label, and each agent would accumulate what crossed its edges, charged at the515

point where L3M already meters egress, so the extension changes what is charged but not where. Sealed programs516

cannot yet spawn agents or wait on a vigil, so long-running orchestration still passes through the model. A star517

on a branch or a repository waits on claims becoming subscriptions (Section 4.3), and starting agents on another518

host is designed but not built. The evaluation (Section 7) measures the first implementation. Tame tools alone519

already reach about two thirds of what the shell delivers at pass@3, tool programs add a few points without any520

prompting to use them, and review costs model work rather than success. The same tables also show the gap to an521

unconstrained harness: with a shell, L3M trails Claude Code at pass@3, and at a similar number of model calls per522

solved task it spends well over Claude Code’s tokens (Table 5). Both say that the harness and its system prompt,523

neither of which has been optimized, need tuning before performance is comparable.524

Conclusion. L3M trusts the harness rather than the model, and it states what that trust buys as theorems about525

the code that runs. Authority and budget only narrow down a tree of agents. A tool’s review tier follows from how526

far its effects can be undone and what its tokens bound. An agent extends its own tool surface with sealed programs527

whose types are their permission requests. So an agent can grow its harness over time without new permissions,528

and the human can still read which invariants hold. Capability grows; authority does not. We argue that this is a529

building block for long-running, many-agent systems, and we release L3M as open source so that others can build530

on it.531
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A Related Work651

Most of the pieces L3M assembles have precedents; what is new is how they are put together. Four parts of that652

combination have no close precedent. L3M is built for many agents from the start, and their authority, budget653

and parentage form one tree stored in a shared Git repository. An agent extends itself with programs the harness654

admits under the grant it already holds, with the program’s type as its permission request. A tool’s review tier is655

computed from its declared effects rather than attached to each action by hand. And the theorems are about the656

harness that actually runs, each graded by what its proof rests on. The paragraphs below take the neighbouring657

work one area at a time: what it does, and then where L3M differs.658

Multi-agent frameworks and agent runtimes. Conversation frameworks such as AutoGen [47] and659

MetaGPT [21] coordinate agents through dialogue and role prompts, and an agent in them has no authority distinct660

from what its prompt tells it. Source studies of production harnesses [4, 30] find the multi-agent case bolted onto a661

single-agent core; Claude Code, for example, runs each subagent in isolation and receives only its summary. A662

second line of work takes the operating system as its model. AIOS [31] schedules model calls, context and memory,663

which is resource management rather than authority. Quine [25] makes an agent a POSIX process and inherits664

isolation from the kernel, a guarantee it describes itself as incomplete. Pirch et al. [37] map classical OS defences665

onto agents, and Steinder and Franke [43] list the primitives an Agent-OS still lacks, among them an abstraction for666

irreversible effects and one for messages between agents. The closest system to L3M is Agent libOS [49], which667

states the invariant L3M also rests on: an agent “may change what it can ask for, but it cannot thereby change what668

it is authorized to affect”. It admits an operation only when process identity, task authority, a typed capability,669

policy or human approval, and budget all agree; forked children receive attenuated authority; just-in-time tools run670

behind a single syscall entry point; and a typed Git provider, pinned to one repository, uses compare-and-swap state671

tokens. Elsewhere, where Git or an event log appears, it checkpoints a single agent: the OpenHands SDK [45]672

event-sources one conversation and names multi-agent coordination as undesigned, and SWE-Search [2] commits673

each repository state so that its search can backtrack.674

In L3M, Git is not one provider among others; it holds all of the state. An agent is a column of refs in a shared675

bare repository — its log, inbox, grants, claims and persona branch — together with a worktree it is confined to. A676

child’s name extends its parent’s, and so does its directory; parentage is immutable, a grant that would widen the677

issuer’s own is refused rather than clamped, and budget is lent down the tree and conserved. Mail is an append to678

the recipient’s inbox ref. Inboxes merge by set union, which we prove, so delivery needs no recipient awake and679

crosses machines by fetch and push. Each log has one writer, enforced by compare-and-swap on its ref, so a second680

writer is a conflict rather than an interleaving — the durable-workflow pattern, applied to an agent whose largest681

activity is a model call. A persona is a ref that many agents branch from, and its authority is a ceiling that can682

only subtract. Agents sleep on bounded watches and are woken by facts in the repository, and an ancestor can683

pin a watch on a child as an obligation the child cannot cancel. Because the permission tree, the ref tree and the684

directory tree are the same tree, a guarantee proved for one agent holds for its subtree, and cleaning up after an685

agent is collecting that subtree. Two further differences separate L3M from libOS. Where libOS admits an operation686

by a check at a Python syscall boundary, and evidences it with hashed reports from scripted runs, L3M bounds a687

generated program by how its Lean term elaborates, and its admission rules are theorems. And where libOS asks688

for approval per operation, L3M ranks effects by whether they can be undone and spends review only where they689

cannot.690

Capabilities and least authority. L3M’s authority model is the classical one: capabilities as unforgeable691

references [14], and least privilege with complete mediation [38]. Prompt injection is the confused deputy [20] with692

a model as the deputy. Miller and Shapiro [33] separate what a subject is permitted to do from what it can bring693

about, and “capability grows; authority does not” is that distinction. Joe-E [32] removes ambient authority from a694

language and Capsicum [46] adds capabilities to an operating system; macaroons [6] attenuate a credential at every695

hop, as L3M’s grants narrow at every spawn. Devriese et al. [15] prove that bounding the capabilities code holds696

bounds its effects, which is what L3M’s effect classes provide: a tool body written over an abstract monad cannot697

name IO. What is different in L3M is the code under the discipline. It is written by the model while the system698

runs, and its bound is checked by Lean’s elaborator when the program is admitted, not by a runtime monitor.699
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Safe extension and self-extending agents. Admitting untrusted extensions to a trusted core is an old systems700

problem. SPIN [5] relies on a type-safe language; VINO [41] wraps each graft in a transaction that is undone on701

abort; proof-carrying code [35] moves trust from the producer of code to a small checker; and Singularity [23] seals702

processes so that no code can be loaded into them after they start. Agents that write code have no such bound.703

Models make their own tools [8] and act by writing code [44], but nothing states what authority that code holds,704

and self-improving scaffolds have been observed disabling their own sandbox [48]. In L3M the sealed program is705

the extension and Lean is the checker. A program passes three gates: a seal that refuses unsafe constants, a type706

under which undeclared effects are unreachable, and a surface check that offers it only if its declared footprint fits707

the grant. Once admitted, a program can drive long-running work — build a commit, sleep on a vigil until the708

build finishes, act on the result — as a workflow the harness runs, wakes and journals, all under that same grant709

(Figure 11). Reversibility is graded per effect, rather than resting on one undo log for everything.710

Enforcement for LLM agents. Indirect prompt injection [19] and the AgentDojo benchmark [13] set out the711

threat. The defences closest to L3M work inside a fixed agent loop. CaMeL [12] and FIDES [9] label data and712

check its flows through a planner; Progent [42] narrows tool policies monotonically; and LLMbda [17] mechanises an713

information-flow calculus in Lean 4, proves noninterference, and runs the verified interpreter as the harness. That714

makes LLMbda the nearest work on proving properties of the code that runs, though its tools are modelled inside the715

program. L3M differs from these designs first in what it bounds: the programs the model generates, by their type,716

acting through real file-system, Git and process effects. Every proof that depends on how the outside world behaves717

names that dependency as an explicit assumption. LLMbda proves one strong property of a calculus the size of a718

harness; L3M proves the properties each mechanism needs, of the full harness. L3M also has an information-flow719

plane, but places its labels differently. A label sits on the type of a value, is assigned by the store the value was read720

from, and travels with the content through Git and mail, so it follows data across agents and machines. Session taint721

is a fold over the records still in context, so compaction and rewind lower it, where libOS [49] joins labels high-water.722

Leakage is charged in bytes against a budget per label, and only at egress. That makes the information-flow bound723

a safety property, which by Schneider [39] is the class an execution monitor can enforce; L3M’s per-call gate is such724

a monitor, and L3M claims nothing a monitor cannot enforce. Beneath the labels, the capability bound still holds:725

an injected instruction can reach only what the agent was granted.726

Reversibility, review and the human. Magentic-UI [34] sends every action through a guard that developer727

heuristics have labelled always, maybe or never irreversible, and the Agent-OS proposal [43] asks for operations to728

be classed as reversible, compensable or irreversible. L3M computes a tool’s tier from its declared footprint instead,729

so no tool is labelled by hand. Reversibility is stated once per effect class, as a ceiling on how far that class’s effects730

can be undone: proved as a round trip where it can be — a journaled file edit, a local Git ref, an evaluation — with731

any dependence on Git’s behaviour named as an assumption, and labelled where it cannot. A theorem refuses any732

tool that claims more reversibility than its footprint allows.733

Users approve about 93% of Claude Code’s permission prompts [30], so approving every call is not oversight.734

L3M spends the human’s attention only past the reversible margin, and there review is a deliberation, in the735

line of AI debate [24], prover–verifier games [1, 7], and control protocols in which a trusted monitor watches736

an untrusted model [18]. From Prover–Verifier Decoding [40] we take the three verdicts, the bounded exchange,737

cross-family pairing, and a proposer who must supply a justification. We do not take its soundness bounds or its738

selective-prediction framing: L3M always reaches a verdict, and abstention hands the decision to the human. The739

reviewer is a way to spend attention cheaply, not a security boundary; the capability discipline holds without it.740

The human’s place follows mixed-initiative design [22], and heeds Bainbridge’s warning that automation leaves741

the operator only the hardest cases, and without practice at them [3]. A card therefore shows the effect and the742

reviewer’s reason rather than a shell string, and a card that is almost always approved is re-aimed or removed. The743

aim is Licklider’s division of labour [29], applied to agents.744

Verified systems. seL4 [26] proves a kernel’s implementation correct against its specification, CompCert [28]745

verifies a compiler, and CHERI [36] shows what formalising a prose design can uncover. L3M does not aim for one746

whole-system theorem. It is written in Lean 4 [10], so each theorem it does have is about the code that runs, and it747

is formalized incrementally: every claim is graded by what its proof uses, and a levelized source tree fixes what each748

claim may rest on (??).749
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B Bounding Information: the Design750

Capabilities bound which edges exist, and the budgets of the body bound how many calls, bytes and wakes cross751

them. Neither bounds how much of a kind of information crosses an edge that exists: an agent that may read752

payroll and may fetch a public page may also encode the one into the other. This appendix records the design that753

closes that gap. It is a design, and not in the version of L3M implemented and described in the body of the paper.754

The model. Data at rest carries a label, a kind of information, drawn from a lattice with two built-in points:755

Public at the bottom and NonPublic at the top, with user-declared kinds (payroll, pii) between them. Two different756

kinds join to NonPublic, and nothing joins downward. A metered edge is any boundary across which bytes enter or757

leave a principal’s state: a file read, a fetch, a tool result, a stored artifact read back later, a message to or from758

another agent. Each agent keeps a taint set, the join of every label it has read, and for each label K a monotone759

accumulator ingress[K] of the bytes of K that have entered its state. The accumulator only grows and never refuses;760

a limit is a separate gate that reads it, so accounting soundness never depends on policy. The ledger is a field of the761

agent’s pure state, changed only by the fold of Section 2.4, so facts about it are theorems rather than runtime hopes.762

Why the meter is at the read. Model an agent as a chain SecretK → State → Output. By the data-processing763

inequality,764

I(SecretK ;Output) ≤ I(SecretK ; State) ≤ the bytes of K that entered the state.

Charging K when it is read therefore bounds what can leave, however much the agent outputs; and the read is765

the only place attribution is possible, because once the model has transformed its state no output byte still wears766

a label. The inequality is a statement about information, not about L3M, so it enters the design the way Git’s767

behaviour enters the body: as a named assumption that every dependent claim takes as a hypothesis.768

Proposition B.1 (Leakage bound, under the data-processing inequality). Keep per label a second accumulator769

egress[K], the bytes sent while K-tainted. Then for every K, leak(K) ≤ min(ingress[K], egress[K]), with the770

minimum taken once over the accumulated totals, never per request.771

The order matters: an agent holding 64 bytes of NonPublic that sends two 50-byte requests has leaked at most772

min(64, 100) = 64, not min(50, 64) + min(50, 64) = 100. An outbound request is charged at its full width to every773

label the sender holds, because a secret can be smuggled into any byte of it; the bound then says the agent cannot774

leak more of a kind than ever entered.775

Completeness is structural. The bound holds only if no edge escapes the meter. Every edge is one of three776

things: a charging edge, labelled by a rule or by the artifact’s own stamp; a framework edge, whose bytes originate777

in the trusted base (the system prompt, the tool catalogue, a clock) and which is uncounted because it has no778

labelable channel; or a world edge that matches no rule, which charges NonPublic, never nothing. In L3M every779

ingress edge is an effect class closed by one provider (Section 3.2), so “every edge is metered” is “every provider780

charges at its boundary”: a census over the enumerable trusted base, not a scan of the tree, and a new tool is781

metered the moment it is registered, because the dispatcher, not the tool’s author, does the accounting.782

Information, not bytes. What crosses an edge is charged at a computable upper bound on the information783

it carries, I(SecretK ;M) ≤ H(M) ≤ |encode(M)|, so any lossless encoding is a sound meter and a tighter one is784

still sound. A fixed compressor makes boilerplate cheap and novelty expensive. The best compressor, though,785

is a capable agent on the receiving side: what B gains from a message is only what B could not reconstruct by786

interacting with the world itself, so the sound charge is that residual, and a sender that has read a great deal ships787

the smallest thing the receiver cannot rebuild. At the limit the private side ships a choice (Figure 21): a selection788

among N options carries at most log2 N bits, one byte for N ≤ 256, whatever was read to make it. The bound789

needs the recipient to act on the index into a menu it understands independently; secret-derived contents of the790

options are charged as ordinary bytes.791

Artifacts and other agents. Information parked on disk and read back later, and information passed between792

agents, reduce to the same rule: an artifact carries its own bound, and every boundary it crosses is one metered793

edge. A stamp binds a bound to the content hash of the bytes, never to a path, and is discharged at read time794

against the bytes actually present: a hit charges the stamped bound, a miss charges the full size at NonPublic. An795
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private parent P
(holds secrets; no network)

payroll
pii P

read

taint {NonPublic};
ingress accumulates freely

public-facing child C
(spawned; has the network)

C
public

Internet

fetch

does unbounded public I/O;
what it sends out
is bottlenecked

(1) seed: k B of context

(2) a menu of N options

(3) selection: ≤ log2 N bits
(≈1 B, whatever P read)

metered bottleneck
charge = residual

Figure 21: The bottleneck. A private parent P holds the secrets and has no network; its child C has the network
and no secrets. Every message across the boundary is a metered edge, and the charged direction is private to public
(orange). P seeds C with k bytes (1); C works publicly and returns a menu of N options (2); P answers with a
selection (3), so at most log2 N bits leave the private side however much P read. In L3M this is a spawn pattern
over the grants of Section 5.2.

adversary who swaps the bytes changes the hash and lands on the floor, so there is no time-of-check window. The796

stamp records the taint that flowed into the artifact, not its producer’s balance: a producer re-reading its own797

file pays nothing, since the file can hold only what it already paid for, and a disk-to-disk fetch is stamped at the798

width of the request that caused it, by the same inequality applied to request and response. Between agents, every799

edge charges the sender and joins the sender’s taint into the receiver, parent to child and peer to peer alike, so the800

bound composes over any topology and sideways flow cannot bypass it. A child’s return is charged to the parent at801

min(|R|, ingressC [K]− fromP [K]): not the raw size of R, which ignores the cap on the return channel, and not the802

child’s whole intake, which double-counts what the parent seeded.803
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